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Abstract. Norinori is a logic game similar to Sudoku. In Norinori, a
grid of cells has to be filled with either black or white cells so that the
given areas contain exactly two black cells, and every black cell shares an
edge with exactly one other black cell. We propose a secure interactive
physical algorithm, relying only on cards, to realize a zero-knowledge
proof of knowledge for Norinori. It allows a player to show that he or she
knows a solution without revealing it. For this, we show in particular that
it is possible to physically prove that a particular element is present in a
list, without revealing any other value in the list, and without revealing
the actual position of that element in the list.
Keywords: Zero-knowledge proofs · Card-based secure two-party pro-
tocols · Puzzle · Norinori
1 Introduction
Sudoku, introduced under this name in 1986 by the Japanese puzzle company
Nikoli, and similar games such as Akari, Takuzu, Makaro, and Norinori have
gained immense popularity in recent years. Many of them have been proved to
be NP-complete [1, 5, 9, 10]. In 2007, Gradwohl, Naor, Pinkas, and Rothblum
proposed the first physical zero-knowledge proof protocols for Sudoku [7]. Their
protocol only use several cards and allow a prover to prove to a verifier that he
knows a solutions of a Sudoku grid. More precisely, a zero-knowledge proof of
knowledge is a protocol that allows a prover P to convince a verifier V that she
knows the solution w of an instance of a computational problem. Such a protocol
has the following properties:
Correctness. If P knows w, then P can convince V .
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Extractability. If P does not know w, then P cannot convince V , except with
some small probability (here will have perfect Extractability, that is the
probability that V does not detect a wrong grid is zero). This implies the
standard soundness property, which ensures that if there exists no solution
of the puzzle, then the prover is not able to convince the verifier regardless
of the prover’s behavior.
Zero-Knowledge. V cannot obtain any information about w. To prove that
a protocol satisfies the zero-knowledge property, it is sufficient to exhibit a
probabilistic polynomial time algorithm M(I), not knowing w, such that the
outputs of the protocol and the outputs of M(I) follow the same probability
distribution.
Recently, a novel protocol for Sudoku using fewer cards and with no sound-
ness error was then proposed [14]. Physical protocols for other games, such as
Hanjie, Akari, Kakuro, KenKen, Takuzu, and Makaro, have been designed [2–4].
In this article, we propose the first interactive physical zero-knowledge proof
protocol for Norinori.
Norinori: It is a pencil puzzle published in the famous puzzle magazine Nikoli.
The puzzle instance is a rectangular grid of cells. The grid is partitioned into
rooms, that is, areas surrounded by bold lines. The goal of the puzzle is to shade
certain cells so that they become black, according to the following rules [12]:
1. Room condition: Each room must contain exactly two black cells.
2. Pair condition: The black cells come in pairs: each black cell must be adjacent
to exactly one, and only one, other black cell.
In Figure 1, we give a simple example of a Norinori game. It is easy to verify
that both constraints are satisfied in the solution on the right part of the figure.
We note that in a solution the number of black cells is exactly twice the number
of rooms.
Fig. 1. Example of a Norinori grid and its solution.
Solving Norinori was shown to be NP-complete via a reduction from PLA-
NAR 1-IN-3-SAT in [1]. Hence, it is possible to construct a cryptographic zero-
knowledge proof of this game by using the generic cryptographic zero-knowledge
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proofs for all problems in NP given in [6]. However, this construction requires
cryptographic primitives and is not very efficient.
Contributions: Our aim in this paper is to design an interactive physical protocol
that uses only cards and envelopes for Nornori. This paper is not just another
paper that proposed a physical zero-knowledge protocol for a Nikoli’s game but
we want to extend the physically verifiable set of functions that we are able
to solve using only physical material. For instance, we know how to guarantee
the presence of all numbers in some set without revealing their order [7], how
to guarantee that two numbers are distinct without revealing their respective
values [2], or how to prove that a number is the largest in a list, without revealing
any value in the list [3]. In this paper, by providing a physical zero-knowledge
proof for the Nikoli puzzle Norinori, we show in particular that it is possible to
physically prove that a particular element is present in a list, without revealing
any other value in the list, and without revealing the actual position of that
element in the list.
Outline: In the next section, we introduce some notations and explain simple
physical subprotocols that we use in our protocol for Norinori. In Section 3,
we construct our zero-knowledge protocol for Norinori, before giving a security
analysis in Section 4 and concluding in Section 5.
2 Preliminaries
In this section, we present some notations and introduce shuffling operations and
a subprotocol that will be used later.
2.1 Physical Objects
The physical cards used in this paper are given in Table 1. We assume that
the back sides of all cards are identical6, and the face sides of all the cards of
each type (such as , ♣ , X , S , 1 , . . .) are also identical. We use the notation
(c1, c2, . . . , ck) to represent a sequence of k face-down cards ? ? . . . ? . We
also consider a pile of cards ? consisting of ` face-down cards and express it
as a vector p. Moreover, a sequence of k piles ( ? , ? , . . . , ? ) is expressed
as a k-tuple of vectors (p1,p2, . . . ,pk).
2.2 Pile-Scramble Shuffle
Pile-Scramble Shuffle [8] is a shuffle operation for piles: for a sequence of k
piles (p1,p2, . . . ,pk), applying a Pile-Scramble Shuffle results in (pπ−1(1),pπ−1(2)
, . . . ,pπ−1(k)), where π ∈ Sk is a uniformly distributed random permutation,
and Sk is the symmetric group of degree k. A Pile-Scramble Shuffle can be
implemented by physical cases, for instance by using a big box where we place
all the cases that contain the pile of cards and we blindly shuffle them.
6 It means that the cards face down are indistinguishable from each other.
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Table 1. Names of cards.
Face side Back side Name
? White card
♣ ? Black card
X ? Maker card
S ? Starting card
1 2 3 4 ? Number card
2.3 Pile-Shifting Shuffle
Pile-Shifting Shuffle (which is also called Pile-Shifting Scramble) [13] cyclically
shuffles piles of cards. That is, given a sequence of k piles, each of which consists
of the same number of face-down cards, denoted by (p1,p2, . . . ,pk), applying
a Pile-Shifting Shuffle results in (pr+1,pr+2, . . . ,pr+k), where r is uniformly ran-
domly generated from Z/kZ and is unknown to everyone. To implement a Pile-
Shifting Scramble, we use physical cases that can store a pile of cards, such as
boxes or envelopes. One possible implementation is to place the different pile of
cards in cases that are linked together in a circle in order to form a cycle. Then
we just have to physically shuffle the cases, for instance by turning the circle.
2.4 Card Choosing Protocol
In this subsection, we describe the Card Choosing Protocol, which is immediately
obtained by borrowing the idea behind the Chosen Cut [11]. This protocol is used
as a subprotocol in our construction in Section 3.
Given a sequence of k face-down cards (c1, c2, . . . , ck), the Card Choosing
Protocol enables the prover P to choose a designated card secretly. More pre-
cisely, for some i such that 1 ≤ i ≤ k, P can choose the i-th card without
revealing any information about i to the verifier V . The protocol proceeds as
follows:
1. P holds k−1 white cards and one black card. Then, P puts them with their
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? ? . . . ? ?
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2. Regarding cards in the same column as a pile, apply a Pile-Shifting Shuffle



















. . . ?
cr+k
? ? . . . ?
,
where r ∈ Z/kZ is a uniformly distributed random value.
3. Reveal all the cards in the second row. Then, one black card appears, and
the card above the revealed black card is the i-th card:
? ? . . . ? ?
ci
? . . . ?
. . . ♣ . . .
Thus, P can show the designated card to V .
Because all the opened cards are shuffled in Step 2, V does not learn any infor-
mation about the index i of the chosen card and is sure that only one card was
designated.
3 Zero-Knowledge Proof for Norinori
We are now ready to describe our construction of a zero-knowledge proof for
Norinori. For a puzzle instance of board size m × n including exactly t rooms,
assume that the prover P knows the solution. Our protocol consists of three
phases, namely:
1. Setup phase,
2. Pair Verification phase,
3. Room Verification phase.
It is important to perform the phases in this order. The Room Verification
phase has to be the last one and the Setup phase the first phase.
Setup phase: This phase has two steps:
1. P puts one face-down card on each cell according to the solution. That is, a
black card is placed on every cell where a black square exists in the solution,
and white cards are placed on all the other cells. For example, for the puzzle
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These cards are P ’s input, and we assume that P knows his or her input.
This implies that if the cards conform to the solution, P knows the solution.
Note that 2 × t black cards and m × n − (2 × t) white cards on a board of
dimension m× n including exactly t rooms.
2. Next, remembering that m is the number of rows and n is the number of
columns, V takes 2×m+ 2×n+ 3 white cards and one starting card. Then,
V puts these cards around the m × n “matrix” above to expand it to an
(m + 1) × (n + 1) “matrix” as follows, where the starting card is placed at
the top-left corner:
S
? ? ? ? ?
? ? ? ? ?
? ? ? ? ?
? ? ? ? ?
? ? ? ? ?
(1)
Pick each row from top to bottom to make a sequence of cards:
?
S
m× n+ 2 ×m+ 2 × n+ 3 cards︷ ︸︸ ︷
? ? ? ? ? ? . . . ? ?
Notation: For any black card (whose location is known only to P ) in the matrix,











Pair Verification Phase: The verifier V verifies that P ’s input satisfies the
Pair condition. If P has placed the cards correctly, every black card will have
exactly one black card among its adjacent cards. The verification of the Pair
condition is to guarantee this, and it proceeds as follows:
1. P selects a black card mentally from the card sequence, and performs the
Card Choosing Protocol to choose that card:
? . . . ? ? ? . . . ?
. . . ♣ . . .
Then, V opens the card chosen by P to make sure that the chosen card is
black:
↓
? . . . ? ♣ ? . . . ?
. . . ♣ . . .
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After confirming that the card is black, V replaces it by a marker card:
↓
? . . . ? X ? . . . ?
. . . ♣ . . .
This operation prevents P from choosing the same black card again at later
verifications.
2. V picks the four adjacent cards of the chosen black card. Because the se-
quence of cards was shifted cyclically, V can find such four cards, namely,









3. V puts number cards 1 2 3 4 in this order below these cards, and
turns them over:
? ? ? ?
1 2 3 4
→
? ? ? ?
? ? ? ?
4. P regards cards in the same column as a pile and applies a Pile-Scramble








? ? ? ?
? ? ? ?
5. V reveals the top row and checks that there is exactly one black or one
marker card:
♣
? ? ? ?
or
X
? ? ? ?
After checking it, the cards in the top row are turned over.









? ? ? ?
? ? ? ?
→
? ? ? ?
2 3 4 1
Because the number cards indicate the original order, V can place each top
card back in the original position in the card sequence:
? ? . . . ?
north




. . . ?
south
. . . ?
Turn over the face-up marker card. Note that P knows the locations of the
other black cards and the starting card.
7 For example, if the size of the puzzle board is 3 × 4, the north card is the fifth card
away from the chosen card to the left, and the south card is the sixth card away
from it to the right.
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P and V repeat Steps 1 to 6 above 2× t− 1 times more; recall that 2× t is the
number of black cards8. Furthermore, as a targeted black card is replaced by a
marker card, V is convinced that 2t black cards are verified.
Next, P and V place the card sequence back on the puzzle board, as follows:
1. P chooses the starting card in the card sequence by performing a Card
Choosing Protocol:
↓
? . . . ? S ? . . . ?
. . . ? . . .
2. Shift the cards so that the starting card is leftmost:
S ? ? ? ? ? ? . . . ?
From the Card Choosing Protocols, the order of the cards is the same as
the order of the card sequence generated in the Setup phase (although 2t
black cards have been replaced by marker cards), and hence P and V can
reconstruct the puzzle-board placement (1) by reversing the operations of
the Setup phase.
Room Verification Phase: In this phase, V verifies the Room condition. To
this end, the following is performed for each of the t rooms:
1. V picks all the cards from the room. Note that, regardless of the size of the
targeted room, exactly two of the cards should be marker cards.
2. P shuffles the cards and reveals them.
3. V checks that exactly two marker cards appear.
If all phases have been passed, then the verifier accepts the proof by out-
putting 1.
Performance Analysis Let us mention the performance of our protocol in terms
of the numbers of shuffles and cards. The total number of shuffles is 7 × t + 1
(where t is the number of rooms), and the total number of required cards is
2×m× n+ 4×m+ 4× n+ 2× t+ 12, whose distribution is shown in Table 2
(where we have an m× n board).
4 Security Analysis
We can easily see that our protocol satisfies the three properties of a zero-
knowledge proof, as follows:
8 One might think that t times would suffice if any black card found in Step 5 was
replaced by a marker card; however, this is not the case because we need to check
that such a found black card also has exactly one black card among its adjacent
cards.
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Table 2. Numbers of cards required to execute our protocol.
Type of card # of cards
White card ( ) 2×m× n+ 4×m+ 4× n− 2× t+ 6
Black card ( ♣ ) 2× t+ 1
Marker card ( X ) 2× t
Starting card ( S ) 1
Number card ( 1 2 3 4 ) 4
Correctness: If the prover P places the cards according to the solution in
the Setup phase, P ’s input passes all verifications. Therefore, P who knows the
solution, can always convince the verifier V .
Extractability: If P ’s input is invalid, V can detect it in the Verification phases.
Therefore, if P does not know the solution, P cannot convince V .
Zero-knowledgeness: Since all the cards have been shuffled before they are
opened, V learns nothing about the solution.
More precisely, we prove the following lemmas.
Lemma 1 (Correctness). If the prover P has a solution for the Norinori puz-
zle, then P can always convince the verifier V (i.e., V outputs 1).
Proof. We show that for a prover P with a solution, the verifier V never outputs
0. We look at the three phases:
Setup: In this phase the verifier just needs to check that the cards given by
P correspond to size of the board. After that, V needs to place some extra
cards and place all the cards in order to form a sequence. If P does not give
the right number of cards, it is clear that he does not know the solution since
he does not even know the puzzle itself.
Pair Verification: In this phase the goal of the verifier is to be convinced that
all black cells come in pairs. If P knows a solution then he can place correctly
the black cells. Hence the verifier never founds more than one marked or black
card when he is opening the four adjacent cards of a black card. The only
remaining uncertainty is whether P used exactly 2t black cards or more.
Room Verification: In this last phase, the verifier discovers exactly two black
cards by room only if the prover knows a solution. As there are t rooms, this
also proves that there were exactly 2t black cards to begin with.
Lemma 2 (Perfect Extractability). If the prover does not know a solution
for the Norinori puzzle, then the verifier V always rejects (i.e., V outputs 0)
regardless of the prover P ’s behavior.
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Proof. It is important to notice that the order of our 3 phases is crucial and
the fact that we can use the same cards for all the steps to ensure that we have
no soundness error. In our proof, we consider two cases: the Pair condition is
violated or the Room condition is violated.
Pair Condition: If the solution given by P does not satisfy the Pair condition,
it means that some black cards do not come in pairs: some black cell are
adjacent to more than one black card, or some black cells are isolated. We
have three possible cases (modulo rotations and symmetries) that can occur:
1. There are 3 aligned black cards as follows: ♣ ♣ ♣
2. There are 3 black cards that form an “L” as follows:
♣
♣ ♣
3. A single black card is surrounded by white cards.
In the first two cases, when V opens the four adjacent cards of a black
card, he detects that there is strictly more than one extra black card in
the neighborhood. This shows that the prover does not have a solution that
satisfies the Pair condition. Similarly, in case of an isolated black card, the
neighborhood will show only white cards. Overall, the verifier is convinced
after this phase if and only if all black cards come in pairs.
Room Condition: If the solution given by P does not satisfy the Room con-
dition, it means that a room contains one or no black card, or that a room
contains three or more black cards. Both situation are detected by the verifier
that opens all the cards in all the rooms.
Lemma 3 (Zero-knowledge). During an execution of our protocol, the veri-
fier V learns nothing about P ’s Norinori solution.
Proof. In order to prove this, we have to describe an efficient simulator that
simulates any interaction between a cheating verifier and a real prover. The
simulator does not have a correct solution, but it does have an advantage over
the prover: when shuffling decks, it is allowed to swap the packets for different
ones. We thus show how to construct a simulator for each challenge.
Setup: V learns only the size of the board when he receives P ’s inputs, which
is a known data already publicly avaible in the puzzle grid.
Pair Condition: In this phase the verifier does not learn any information ex-
cept the number of black cards, which is 2×t. This is not a secret information
since it is a known data already publicly available in the puzzle grid. It is suf-
ficient to show that all distributions of opening values are simulated without
knowing the prover’s solution.
Now, from [8,11,13], respectively, we know that the subprotocols Pile-Scramble
Shuffle, Pile-Shifting Shuffle and Card Choosing Protocol are zero-knowledge.
Note also, that during this verification phase, there is no need for the simu-
lator to respect the Room condition. Thus a possible simulator is as follows:
the simulator places at least one black card randomly on the grid. Then,
for each pair verification, the simulator designates a black card and, at the
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Pile-Scramble step, P replaces the four adjacent cards by a single black and
three white cards, e.g., as follows:
♣
1 2 3 4
For the first step, the Card Choosing Protocol ensures that V does not learn
anything: indeed it reveals that there is at least one black card on the board,
but nothing about its position. Hence this subprotocol does not leak any
information and is indistinguishable from the simulator.
For Step 4, the fact that P uses the Pile-Scramble Shuffle to the sequence of
piles implies that their order is uniformly distributed and then can be sim-
ulated without knowing the solution. Therefore the position of the adjacent
black cell is not leaked either.
At Step 6, using the Pile-Scramble Shuffle, the simulator replaces the initial
cards (not even switching the tested black card by a marked card, see in
the next phase). Note that the fact that we can replace the verified cards in
their initial position without leaking any information comes from the usage
of Pile-Scramble Shuffle in Step 6 and the usage of Card Choosing Protocol
in the next step. It allows us to use the same cards for the next verification9.
Room Condition: This phase is similar to a room/row/column condition in
Sudoku [7, Protocol 3]: since P shuffles all the cards within a room before
revealing them, this is indistinguishable from a simulation putting randomly
two marked cards among white ones. Thus V only learns that there were
exactly two black cards in each rooms.
5 Conclusion
In this paper, we have designed an interactive zero-knowledge proof protocol for
the famous puzzle, Norinori. Our protocol is quite simple and easy to implement
by humans. By solving this Nikoli’s puzzle, we also demonstrate that it is possible
to physically prove that a particular element is present in a list, without revealing
any other value in the list, and without relvealing the actual position of that
element in the list. This functionality could be used to construct zero-knowledge
proof protocols for other puzzles.
An interesting open problem is to design a more efficient protocol in terms
of the numbers of cards and shuffles.
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